February 22, 2002

The Honorable Francis S. Blake
Deputy Secretary of Energy
1000 Independence Avenue, SW
Washington, DC 20585-1000

Dear Mr. Blake:

The Defense Nuclear Facilities Safety Board (Board) and its staff have focused considerable
attention during the past severd years on the matter of Quaity Assurance (QA) as practiced by the
Department of Energy (DOE) and its contractors in the design, procurement, construction, operation,
and maintenance, of items sarving vitd safety functions. During 2001, the Board held three public
meetings on the subject that amassed consderable information. The Board aso issued two technica
reports, DNFSB/TECH-31, Engineering Quality into Safety Systemsand DNFSB/TECH 25,
Quality Assurance for Safety-Related Software at Department of Energy Facilities. These reports
provided additional insight into QA issues. The objective has been to improve the QA programs of
DOE and its contractors to better ensure rdiability of vita safety equipment. DOE has recognized the
need to upgrade its QA programs, particularly in the software area, but has been dow in formulating an
action plan and devoting necessary resources to address QA problems.

The Board is aware of your assgnment of Ray Hardwick to head a team to assess the status of
QA activities of DOE and its contractors and to devise, for your approva, a plan to address needed
improvements. The Board understands that the action assigned some time ago to Mr. Dae Chung to
address the software QA issue has been merged into the Hardwick-led effort.

The Board has assgned staff to work interactively with Mr. Hardwick and his team as the
planning effort proceeds. The Board's Saff has been provided a draft Quality Assurance
Improvement Plan, Revision 3, dated January 17, 2002. The Board has been briefed by its staff on
thisdraft. Their observations, which the Board believesto be appropriate, are enclosed. They are
offered for consderation as the planning effort continues.

The Board would like to be briefed by DOE before the planisfinalized. One of our interestsis
to learn whether the plan has been resource loaded and if the resources required to meet the schedule
have been dlocated. The Board dso isinterested in understanding how this QA upgrade effort will
eventualy be merged with the Integrated Safety Management program to which DOE is committed.
Further, configuration management of andyticd software (Tool Box Codes) by some centrd authority,
dill to be designated, is one of anumber of cross-cutting, safety-related activities, like criticaity safety,
that will require sustained funding. Funding of
such activities has been a problem since they do not fit uniquely under any one Program Secretaria
Officer. Thisisamatter that needs to be addressed.
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Since this QA upgrade program has been the result of considerable Board interest and
involvement, the Board wishes to be briefed quarterly on the status of QA improvements. The Board is
pleased to note your persond interest and involvement with this upgrade effort.

Sincerdly,

John T. Conway
Charman

c. Mr. Ray Hardwick
Mr. Dae Chung
Mr. Mark B. Whitaker, Jr.

Enclosure



Enclosure
Comments on the Draft DOE Quality Assurance I mprovement Plan

The Department of Energy (DOE), Deputy Secretary of Energy, has identified asingle point of
contact, Mr. Ray Hardwick, for resolution of quality assurance issueswithin DOE. The gtaff of the Defense
Nuclear Facilities Safety Board (Board) has been working interactively with Mr. Hardwick and his team, and
on January 23, 2002, met with Mr. Hardwick to review a draft of DOE’s Quality Assurance | mprovement
Plan, Revision 3. The plan has four mgor gods, which are listed below aong with magjor comments by the
Board Saff:

I Goal 1: Improve the implementation of existing quality assurance program requirements
throughout the complex to ensure the ddivery of high-quality, cost-effective products.

Comment 1: Implementation of Existing Requirements—Some of the actions in the draft plan
for thisgod address developing and/or revising quaity assurance guidance and requirements. The
mgor focus of God 1 should be on improved implementation by contractors of existing
requirements. Action items that involve changing guidance and requirements for DOE gaff would
best be included in long-range God 4.

Comment 2: Ongoing Work—The draft plan does not acknowledge ongoing actions being
taken by the contractors to improve the implementation of existing quality assurance requirements.
The plan ought to complement and support the ongoing work, with care being taken not to disrupt
that work. Based on recent quality assurance assessments and known quality assurance
problems, DOE could make alist of the needed quality improvements for specific contractors and
DOE fidd offices, and then determine which contractors and field offices have implemented,
partidly implemented, or not implemented those improvements. Thislist would reved aress that
need immediate corrective actions.

Comment 3: Quality Assurance Guide—The DOE-wide Quality Assurance Guide should
include the best practices for determining the safety classfication of products and software, and
the quaity assurance requirements that need to be applied to the different safety classfications.

Goal 2: Integrate quaity assurance programs with Federal and contractor safety management
systems.

Comment 4: Integration with Federal Safety Management—The action items under God 2
gart with areview and revison of policy and guidance on the integration of Integrated Sefety
Management (ISM) descriptions and quality assurance program plans. However, the requirement
to integrate quality assurance plans and safety management systems dready exists in the DOE
Nuclear Safety Rule, 10 CFR Part 830. The actions of Goa 2 ought to focus on the Function,
Responsibilities and Authorities Manual, in order to clearly identify Federd responsbilitiesfor
overseeing the contractors quality assurance programs.

Comment 5: Integration with Contractor Safety Management—T he plan does not



acknowledge the work of, or propose integration with, the Energy Facility Contractors Group
(EFCOG). A specia EFCOG task group has been formed to help improve the incorporation of
quality assurance requirementsinto overdl 1ISM programs. Responshility for this task group has
been assigned to the Chair of the ISV Working Group. The plan should address coordination
with EFCOG.

Comment 6: Review of Contracts—The plan requires areview of contracts to determine if
additiona guidance for Contracting Officersis necessary. Experience to date has indicated that
quality assurance problems are not associated with contract requirements or guidance for
Contracting Officers, but rather are associated with the lack of effective implementation of existing
contract requirements. The need to conduct areview of contracts should be reassessed.

Goal 3: Edablish and implement a Software Quality Assurance (SQA) program to ensure the
vaidity and reliability of the software used to support safety anayses and safety-related
ingrumentation and control software.

Comment 7: Application of Software Quality Assurance | mprovements—The scope of the
proposed SQA corrective actions under Goal 3 does not encompass all classes of software
“important to safety” to ensure that dl software is evauated for its potentia to affect safety. The
proposed approach aso should address more thoroughly the roles and responsibilities for
software quality.

Comment 8: Detailed Guidance on Software Quality Assurance—T he proposed SQA
program could benefit from some of the procedures currently in place a the Savannah River Site,
which implement many of the desirable attributes of an effective SQA program. The SQA
corrective actions under Goa 3 should aso include actions to develop guidance currently lacking
in the directives sysem. Examples are gradation of requirements, performance of software safety
reviews, performance of verification and vaidation, backfit of existing software, use of commercid
off-the-shelf software, and improvement in user training.

Comments 9: Central Registry for Tool Box Codes—The plan cdls for issuing a memorandum
designating the location of the centrd registry and identifying aforma mechanism for accessing
and maintaining the tool box codes. The designation of the centra registry and its operation
should be communicated by the Deputy Secretary.

Goal 4. Support the long-term implementation and continuous improvement of quality assurance
programs through the gpplication of ISM.

Comment 10: Quality Assurance Interim Management Board—The roles and responsibilities
of the Qudity Assurance Interim Management Board (QAIMB) need to be well defined so it will
be clear how the QAIMB will function to cause qudity assurance improvementsin the field.
Details should be provided to explain a what stage the ad hoc nature of this specid task force will
merge with those line Environmentd, Safety, and Hedlth groups administering the Integrated
Safety Management program.



